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Change the
paradigm of
Endpoint Security

from Default Allow,
to Default De




The future of endpoint security is

Allowlisting

Block untrusted software

Updates are automatically checked.

Applications are not just blocked at the

user level, but also at the system level.

Users can easily request and get new
apps approved.

Zero Trust

Ringfencing™

Applications are restricted in
what they can do.

Applications require permission to
access file locations.

Communication is restricted between
applications.

Network access is limited.

ThreatLocker®
Detect

Detection and Response will be
used as a validation to primary
Zero Trust controls.

SOC resources will be reduced.

Attackers shift focus to other
methods of attack or targets.
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Estimated annual cost of cybercrime
in the US from 2017 to 2028.

In billion US dollars.
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Applications

Know what is running
Block untrusted software

Prevent applications from
talking to each other

v

Allowlisting

Ringfencing™



'Know what is running

Application Control

All . ' [_\ 1A Application Name All Applications

Permitted Only Hidden Include Child Organizations
Countries

Computers T] Policies T] Access

7-Zip All Versions
=0 | o &

Cloud Sofiware § Design Sofiware

Combined: 4110

i Advanced IP Scanner Risk: 6/10

. Business: 5/10
Networking Software
Combined: 6/10

BR  Angry IP Scanner Risk: 6/10

Business: 6/10 1 Ifd o @o Eé)fo

Networking Software
Combined: 6/10

Showing 1to 25 of 126 records n
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ThreatLocker

Block un
software

pro_setup_full5239.exe was blocked from executing on your
computer,

H To protect you from cyber threats pdfelement-
PDF Software
If executed the software could have acc

Lo €O

File: Intemet Applications

The developer of this software operates in the following countries:

I+l B &

Canada Taiwan China

RANSOMWARE [

R ‘ I o N E Email address for notifications. (Optional)

tach a copy of the file with the request

Send Request Log in as Administrator




Prevent
application
interaction

SPTION

Actions

Permit with Ringfence

Restrict this application from interacting with other applications?

©

Allow Only the Below

Windows Command Prompt (Built-In) &)  Windows CScript (Built-In) (%)

Windows RegSVR32 (Built-ln) &)  Windows Forfiles (Built-n) ()

Windows Scheduled Tasks (Built-ln) ()  Windows RunDLL (Built-ln) (X) msdt.exe (Built-ln) &)
Curl (Built-ln) )  PowerShell Version 7 (Built-ln) (%)  Windows WScript.exe (Built-n) &)

Windows PowerShell Full Language Mode (Built-In) ®

©

Exclusions Tags

Tag Action

e -0

Required

ThreatlLocker\Microsoft 365 (Built-In) @



Control file access with
Ringfencing™
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Control network access with
Ringfencing™
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Audit all network traffic

[@ Unified Audit

11:59 PM

Date/Time Hostname Username Details Action Type Policy Action

) [OUTBC

ENKINS

DANNYJENKINS

NYJENKINS

DANNYJENKINS

DANNYJENKINS

DANNYJENKINS

DANNYJENK = 443 (sdm ] ) [OUTBOUND]

DANNYJENKINS : (x1.c ) [OUTBOUND]

Showing 1to 100 of 101+ records 2 > 00 Show Count
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Culchie Global

Block SMB
ports by default

According to the 2024 Microsoft Digital
Defence Report, over 70% of
ransomware attacks involved remote

encryption.

@ TCP/UDP

@ TCP/UDP

No Policy Expiration Set Policy Expiration Schedule Policy



Block outbound network
traffic on servers
:

o
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Showing 1to 1 of 1 policies

lock all inbound traffic
to Workstations

e Network Control : £ AuthHost  © Tags

-
2@ Workstations Inactive / Expired

Active Policy Name Policy Action Description Created Delete

9/6/24,
Deny All Inbound \ - 10:58
AM



Filter web content

Policy Action &) Policy Name

v BN Malicious (Built-In)

Explicit Content (Built-In)

Advertising Trackers (Built-In)

LLMs and Al Tools (Built-In)

Business (Built-In)

Technology (Built-In)




Audit and control pumm
file access

Write

@ Unified Audit

25 8:48:55 AM

1:59 PM

Permit

Date/Time Hostname Username Details Action Type Policy Action

4/27/25 10

Application & File

4/27/25 11:26:01 AM DANNYJENKINS

5 1:48:06 AM MIJENKINS

IJENKINS

INYJENKINS

Additional Details
DANNYJENKINS

sing\.git\logs\refs\remotes\ [taskhostw.

Showing 1to 100 of 101+ records Show Count

Not Encrypted




Take away administrator rights = "

Edit Local Administrator Policy

Appli

a Local Administrator Policies

Include Child O

Applies To To Y Status 1] Exceptions T|

Culchie Global m demoadmin, culchieDesktop\demoAdmin, paul.culchie@outlook.com, desktop-gOnktShandy, Rob

Username / Group
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Patch

Monitor for unpatched software
Don't forget about portable apps

Implement automated patching
schedule with testing

Don't forget firewalls, Access Points,
printers, etc.



Detection and response for
mass change or exfiltration

Action Type

>r than or equal

Occurrenc

Wi
Within Minu

Contains

BUILT-IN\Mozilla

Policy Actions

TLSS-SJO1

Someone ing data

Apr 27, 2025, 4:47:08 PM

e is strealing data

Apr 27, 2025, 4:28:59 PM

Apr 27, 2025, 4:27:31 PM

ation

Storage
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ThreatLocker® enables you to deliver seamless
technology to your users, while blocking what
IS ot needed... iIncluding cyberattacks.



THReEATLOCKER'

Platform

v  § T

Allowlisting Ringfencing™ Elevation Control

Q

Storage Control Network Control ThreatLocker®
Detect
G 4dh
Configuration Community Defense Against
Manager Configurations (DAC)

What's new

ThreatLocker
Web Control

ThreatLocker
Patch Management

ThreatLocker
Insights

I@I Ifﬂ'}I I<l|

ThreatLocker
User Store

ThreatLocker
Cloud Control

Microsoft 365 [A}
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Defense Against
Configurations (DAC)

Less stress, less
headaches

KEM Stronger security

EJ/M One-click compliance

THREATLOCKER

B Agerrsamogs
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ThreatLocker® DAC is a powerful dashboard,
built right into the ThreatLocker agent. It
shows you exactly how your systems are
configured and what needs fixing.

DAC removes the guesswork by flagging risky settings,

highlighting dormant admin rights, and mapping gaps
against compliance standards.



threatlocker.com
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Book a demo
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